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(57)Abstract:

PROBLEM TO BE SOLVED: To confirm the adequacy of each packet
in each packet processing unit by conducting verification processing
among packet processing units each managing a transmission source
computer and a destination computer.

SOLUTION: Computers H3, H4 are directly contained respectively in
management networks A1, A in the computer network. A packet
passes security gateway GA while it is reached finally to a destination
host from a source host. Each GA executes packet verification

processing in the case of transmission of a packet externally or
reception of the packet, and a verification key is provided link by ink
in a form along with a passing path among the GAs. A GA in existence
in a packet path transfers packets to its adjacent GA while repeating
code resetting due to check/generation of a packet verification code.
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[Claims] _
[Claim 1) A packet transfer method for having a packet processing unit at a
connection point between a computer network operating by a predetermined
management unit and outside of the computer network, which authenticates a passing
packet and transfers the passing packet based on address information provided in the
passing packet, and for transferring the passing packet via a plurality of packet
processing units between a transmitting computer and a receiving computer.

wherein the packet processing unit managing the transmitting computer at
least obtains a first authentication data for the packet by using an authentication key
for a packet processing unit for managing the receiving computer, the authentication
key being specified by the address information prb\(ided in the packet received from
the transmitting computer, obtains a second authentication data for the packet by using
ah?\aﬁthentication key for a packet processing unit as a destination of the packet, the
authentication key being specified by the address information, and transfers the
authentication data obtained to the packet processing unit as the next destination by
attaching the obtained data to the packet,

wherein the packet processing unit relaying the packet verifies an
appropriateness of the authentication data attached to the packet for the unit itself by
using an authentication key specified by the address information provided in the packet
received, and transfers the packet to the packet processing unit as the next destination
one of directly and through a predetermined process in a case where the
appropriateness is verified, and

wherein the packet processing unit managing a destination computer of the
packet verifies an appropriateness of authentication data attached to the packet for the
unit itself by using an authentication key for the packet processing unit managing the
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transmitting computer, the authentication key being specified by the address
information provided in a packet received, and transfers the packet to the receiving
computer in a case where the appropriateness is verified.

--(omission)--

[Embodiments of the Invention]

--(omission)--

[0103] Fig. 5 shows a more detailed example of the packet format to be transferred.
Among the packets, a data section (Data in the figure) and an IP header 1 (IP1 in the
figure) are IP packets to be transmitted from the transmitting host. A transmitting
host address and a receiving host address are included in the IP header 1. Moreover,
an authentication code is contained in an authentication header (AH). In the case of
appending two or more authorization codes to a packet, two or more authentication
headers are used. The details of the authentication header appear in IETF RFC1826.
With referring to Fig. 5, an IP header 2 (IP2 in the figure) is inserted after the
authentication header 1 (AH1 in the figure) and an IP header 3 (IP3 in the figure) is
inserted after the authentication header 2 (AH2 in the figure). This means that an
authorization code in the authentication header 2 is verified at a destination node
specified by the IP header 3, and an authorization code in the authentication header 1 is
verified at a destination node specified by the IP header 2

[0104] For example, in the case where the transmitting host H1 transmits a packet to
the receiving host H2 through each node shown in Fig. 2, the host H1 transmits
packets (the IP header and the Data section) by setting up the IP header 1 with the
source address = host H1 and the destination address = host H2. A security gateway
GA11 receives this packet and adds the authentication header 1 and the IP header 2
thereto. It is assumed here that the source address of the IP header 2 = gateway
GAL11, and the destination address of the IP header 2 = gateway GB1. Furthermore,
the authentication header 2 and the IP header 3 are added to this packet. It is assumed
that the source address of the IP header 3 = GA11 and a destination address of the IP
header 3 = GA1. Hereafter, the security gateway, which relays a packet, transmits the
packet while updating the contents of the IP header 3.  In the meantime, each relay
gateway carries out the verification and removal of the authentication header 2 as well
as the creation and appending of a new authentication header 2.

--(omission)--
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